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1
Decision/action requested

This solution tries to provide the solution for the key issue 2.2. more specifically to the DOS attack using SUCI replay.
2
References

 [1]
3GPP TS 33.501 v 17.2.0
3
Rationale

This contribution modifies solution 6.2.10.2. In this modification the UDM will store the time stamp when the SUCI is received for the very first time and when the UDM receives SUCI subsequently the the UDM will calculate the time period T, from the first time the SUCI was received and the subsequent time the SUCI is received. If the time period T is less than or equal to T3519 then the UDM performs authentication procedure otherwise the UDM rejects the SUCI considering the fact that the SUCI shouldn’t be received after T3519.
4
Detailed proposal

6.2.10.2
Solution details

When a UDM receives a SUCI  from the AUSF, the UDM de-conceals the SUCI to SUPI. The UDM stores the SUCI and the timestamp when the SUCI was received for the SUPI.The UDM initiates the authentication procedure. 

When the UDM receives the SUCI again, then it calculates the time period T between the first time the SUCI was received and the latest time the SUCI  was received, if the T is less than or equal to T3519 then the UDM shall initiate authentication procedure otherwise the UDM determines either the UE is fake or there is man in the middle on receiving SUCI 1  and the UDM rejects the authentication procedure as SUCI retransmission is not expected after T3519. The UDM stores the time stamp of first time the SUCI was received for  a SUPI for period of time (e.g. 24 hours or 48hours or longer).
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Figure 6.2.10.2-1: Procedure to handle SUCI parameter in the UDM

The detailed steps of the solution is as described below.

1.
The UE is registered to the network for the first time by sending SUCI-1 in the registration procedure. The UE has been assigned 5G-GUTI 1. The UDM stores the SUCI 1 and the time stamp when the SUCI 1 was received . The UDM stores the time stamp when the SUCI was received for the very first time per SUPI for period of time (e.g. 24 hours or 48hours or longer). 
2-3.
The UE initiates an initial NAS procedure including the 5G-GUTI 1 in an initial NAS message. The MITM corrupts the 5G-GUTI 1. The context is not found in the AMF and the AMF initiates the identification procedure requesting SUCI.

4.
Upon receiving the identity request message with identity type = SUCI, the UE calculates a new SUCI, SUCI 2, as the timer T3519 expires in the UE and sends SUCI 2 in the identity response message. The MITM replaces SUCI 2 with SUCI 1. The AMF on receiving the identity response message initiate authentication procedure towards the UDM for SUCI 1.

5.
The UDM deconceals the SUCI 1 to SUPI. The UDM calculates the time period T from the time when the SUCI 1 was received frist time using the time stamp stored for the SUCI 1 in step 0-d. If T is less than or equal to T3519 then the step 6a takes place otherwise step 6b takes place.
6a.
If the timer T is running for the SUCI 1 then the UDM initiates authentication procedure as described in sub clause 6.1.3 of 3GPP TS 33.501. After successful registration procedure, the UDM shall stop the timer T. 

6b
If the timer T has expired then the UDM rejects the authentication procedure as SUCI retransmission is not expected after T3519. 
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